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1. Introduction

Ugly Mugs Netherlands is an online platform for sex workers, set up by Aidsfonds — Soa Aids
Netherlands, a health organisation that has worked to promote the health and rights of sex
workers since 2004, and PROUD, an interest group set up by and for sex workers. The aim of
the platform is to make sex work safer through three basic functions: it gives sex workers the
option to report violence, it provides access to a database sex workers can use to check
dangerous individuals on a 'hit/no hit' basis, and it displays alerts if a report has been made of
a dangerous individual in the region specified by the sex worker. These alerts are also added to
the database. Sex workers receive an alert by text message or e-mail to let them know a new
alert has been added to the platform That way, sex workers can avoid dangerous individuals,
and theft and rape are prevented. The ability to work in safety is a precondition for safe sex,
negotiating about condom use and preventing STls and HIV.

2. Purpose

The sex worker community is a diverse community of women, men and transgender people,
and it includes highly vulnerable subgroups such as young women, people with a migration
background, asylum seekers, refugees, LGBTQ people, ethnic minorities, women with a
handicap and women who live (and work) on the streets.

Research carried out by PROUD and Aidsfonds — Soa Aids Nederland in 2017-2018 revealed
that nearly all sex workers in the Netherlands are experiencing violence.' The sex workers who
took part in the study were asked whether they had experienced violence in the past six
months, and if so, which forms. 60% replied that they had experienced physical violence, 78%
reported sexual violence, 58% reported financial/economic violence and 93% reported
social/emotional violence. However, only one in five sex workers had reported this violence to
the police. The main reason for this is that sex workers prefer to remain anonymous and fear
that reporting an issue to the police will have legal or other harmful consequences (such as
eviction from their home). On top of that, sex workers often have bad experiences with the
police and fear that the police will not take them seriously, or that there's no point reporting
an issue.?

Due in part to the closure of licensed workplaces, more and more sex workers are operating
via the internet and receiving clients at home or in hotels. These sex workers have little
contact with one another, are less able to share information, are hard to reach for (health)
support workers and are at a significantly higher risk of experiencing violence.?

The Ugly Mugs platform, which has been set up specifically for sex workers, offers sex
workers the opportunity to speak up and seek help within their own community. A similar
Ugly Mugs platform has been running in the United Kingdom for over seven years. Research
from the United Kingdom has shown that the platform has brought about an effective way to
increase the willingness of sex workers to report an issue, and has led to the conviction of 22

1Aidsfonds (2018). Sex work and violence in the Netherlands:
https://www.rijksoverhdd.nl/documenten/rapporten/2018/09/13/tkbijlage 2-onderzoekprostitutie.

2C2NJ SEFYLX S + &ASE 62NJ SN YAIKG 3ISG GKS F2ff26Ay3 NBaLRyas
NRA IKGKE

3"Sex work and violence in the Netherlands" rep®ROUD and AidsfondsSoa Aids Nederland, 13 September 2018:
https://www.rijksoverheid.nl/documenten/rapporten/2018/09/13/tkijlage 2-onderzaek-prostitutie
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repeat offenders (including 17 convicted serial rapists).* The UK version of the platform
managed to create a safer, healthier and more resilient sex worker community. Research into
stigma and violence has demonstrated that there is an exceptional need for a tool to help
prevent violence against this vulnerable group and help them report issues to the police more
effectively. The Ugly Mugs platform makes it possible to register people who have committed
a form of violence in a database for a certain amount of time. As a result, sex workers are able
to identify these people more easily. Using a database can help prevent repeat offending and
facilitates efforts to restore a safer working environment.

With the possible introduction of the Sex Work Regulation Act, under which sex workers
would be obliged to hold a licence, for which they would have to be interviewed by an official
— and following which a national register may be kept — the expectation is that sex workers
will recede further into illegality, which raises the question whether the need for a tool to
prevent violence, like Ugly Mugs, has become even more pressing.

At the moment, there are barely any programmes in the Netherlands that specifically focus
on the needs of vulnerable groups (like cisgender and transgender sex workers). A database
like Ugly Mugs would be able to reduce and even prevent violence against sex workers in the
Netherlands.

The Ministry of Justice and Security has acknowledged the problem of violence against sex
workers. They are the main funder behind Ugly Mugs. The introduction of the Ugly Mugs
platform was announced in the Ministry of Justice and Security's 2020 budget:

"Prostitution policy and sexual abuse

In 2020, draft legislation will be put forward to make licensing mandatory for all forms
of prostitution, both for the sex industry and for prostitutes who work independently.
Facilitating unlicensed prostitution with a profit motive will become a criminal
offence. A pilot scheme for an alert system that enables sex workers to warn one
another about violent clients will also be introduced in 2020. In addition, a complaints
office for sex workers will also be created. The exact setup of this complaints office
will be worked out in more detail in the second half of 2019. The intention is for the
complaints office to become part of an independent body. The #MeToo movement
has shown just how widespread sexual harassment is and just how severe and long-
lasting the consequences can be. Draft legislation including new criminal offences,
including non-volitional sex, is expected to be put forward to the House of
Representatives in 2020."

Aidsfonds — Soa Aids Nederland has been working to promote the health and human rights of
sex workers both nationally and internationally since 2004. One major element of its work is
tackling the stigma and violence against sex workers. In doing so, Aidsfonds — Soa Aids
Nederland employs the international guidelines in the field of sexual health programmes for
sex workers: SWIT (the Sex Worker Implementation Tool), as developed by the WHO?®, SWIT
prescribes a holistic approach to programmes for sex workers, in which tackling violence
should be one element of interventions surrounding STls and HIV. A causal link between
violence and STls and HIV has been demonstrated by various studies, including in The Lancet’;
if violence against sex workers is tackled, rates of STls and HIV drop by 25%. After all, sex

4 National Ugly Mugs impact report (2018}tps://uknswp.org/um/uploads/UglyMugsA6Brochurev4.pdf
5House of Representatives, 262020 session, 35 300 VI, nop2,11-12.

6 The Sex Worker Implementation Tool: www.who.int/hiv/pub/sti/sex_worker_implementation/en/
7The Lancet series of papers on HIV and sex workers: www.thelancet.com/seriasiexworkers
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workers will always prioritise their immediate safety over their health in situations involving
violence.

Aidsfonds — Soa Aids Nederland is viewed in the Netherlands as an independent expert on the
topic of sex work. The organisation cooperates with the sex worker community, various
Ministries and other partners in the chain, such as the Municipal Health Service, the police and
municipal authorities.

In the context of Ugly Mugs, contact has also been established with the police's NEXT
Migration team. This team coordinates the police's efforts in terms of human trafficking (it
was formerly known as the Aliens, Identification and Human Trafficking department, or
AVIM). NEXT Migration supervises the enforcement of the Aliens Act. In addition, the team
conducts identity investigations and fights criminal activity, such as human trafficking.
Aidsfonds - Soa Aids Nederland has _ as contacts at NEXT Migration.
They coordinate the 11 units nationwide. NEXT Migration has confirmed that it will allow
Aidsfonds — Soa Aids Nederland to introduce Ugly Mugs on its intranet, and that it will further
introduce the platform to each of the regional units.

At the time of writing, Aidsfonds — Soa Aids Nederland has already presented Ugly Mugs to
the municipal authorities of Amsterdam, Rotterdam, Utrecht, The Hague and Tilburg. In
addition, Aidsfonds — Soa Aids Nederland also has access to the Association of Netherlands
Municipalities and their prostitution platform via the Centre for Crime Prevention and Safety,
and the Ugly Mugs scheme was presented on this platform in 2019. The various municipal
authorities welcomed the initiative, and Aidsfonds — Soa Aids Nederland has since received an
overview of the local referral services in each municipality, allowing it to create a map of social
services. This has given Aidsfonds - Soa Aids Nederland insight into where support and care
for sex workers can be accessed in each region.

In summary, the purpose of the Ugly Mugs platform is as follows:

1 Offer a tool to sex workers in the Netherlands to reduce and even prevent violence
against them;

I Offer sex workers the opportunity to speak up and seek help within their own
community when they have suffered violence;

1 Improve the willingness of sex workers to file reports with the police/improve the
relationship between the police and the sex worker community; and

1 Offer sex workers access to relevant information on regulations and laws that affect
them, their health and the relevant entities.

3. Definitions/descriptions

Data controller(s):

Aidsfonds — Soa Aids Nederland acts as the manager of the Ugly Mugs platform, and
consequently of the database containing the personal details of dangerous individuals. It also
defines the purpose and resources for the processing of personal data. Aidsfonds — Soa Aids
Nederland is responsible for the functioning of the database and serves as the ultimate point
of contact in case of any problems or complaints. The sex workers are responsible for
providing Aidsfonds - Soa Aids Nederland with personal data of dangerous individuals and for
receiving information that is available in the database.



Case managers:

Case managers are platform managers employed by Aidsfonds — Soa Aids Nederland. They
are under the direct authority of Aidsfonds - Soa Aids Nederland. In addition to the Ugly
Mugs project managers, the case managers are the only persons authorised to add personal
data to the system or amend it.

Participants:

Participants are members of the Ugly Mugs platform, i.e. sex workers. Prior to a participant
joining the platform, the case managers will verify whether they are effectively working as a
sex worker. Participants have access to the database with details about dangerous individuals
and can use it to report violence. These reports of violence will serve as the input for the
personal data entered in the database. All types of sex workers are eligible to participate in
the platform. A gradual shift is currently ongoing; window prostitution is declining, while
prostitution via websites such as www.kinky.nl, on which appointments are made to visit sex
workers at home or in a hotel, is on the rise. The expectation is that the initiative will mainly
appeal to sex workers working from home and/or in hotels. Social services have little insight
into that specific sector, so the chance of violence is greater. As such, the need to join forces
to tackle violence is greatest in that sector. That said, window prostitutes can also simply
sign up to the platform. As these sex workers generally do not operate on an appointment
basis, they will mainly benefit from the alert feature, and perhaps not so much from the client
check feature.

Dangerous individuals:
Sex worker clients in relation to whom a report (of violence) has been made on the platform
and whose description has been entered into the platform.

Platform:

The Ugly Mugs platform is a website containing information about sexual health, regulations,
safe working methods, and social services local to sex workers. Members of the platform
(participants) can use it to report violence, check the database of dangerous individuals and
receive alerts.

Report:
If a dangerous individual has committed violence, participants can report the incident,
including details about the individual, via an online form (see Appendix 2).

Client check:

If participants wish to check whether a dangerous individual is in the database, they can
perform a check by searching for _ of the individual on

a 'hit/no hit' basis.

Alert:

Any report that is eligible for inclusion in the database will be converted into a final version.
The final version will then be used to create an alert: a brief summary of the main details and
features of the dangerous individual. The alert will not include any names. Once logged in to
the Ugly Mugs platform, participants can browse alerts and indicate that they wish to receive
alerts in relation to dangerous individuals (in specific regions) by text message or e-mail. On
their profiles for the platform, participants can indicate in relation to which regions and which
sexes they wish to receive notifications of new alerts. Based on these preferences,
participants will receive an e-mail or text message as soon as a new alert has been added to
the database.
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Database:
The Ugly Mugs platform contains a database with alerts in relation to dangerous individuals
and their features. Participants in the platform can view these alerts by browsing them or by

receiving them by e-mail or text message. In addition, the database contains a separate
searchable environment with _ of dangerous
individuals. Participants can use this environment to perform searches based on a dangerous
individual's — to see whether there are any 'hits'. The alert
in question will not be shown as part of this. Initially, the full reports will be visible to the case
managers for a period of two months.

Police report:

When participants report violence, the case managers will ask them whether they wish to file
a police report. Participants will often have bad experiences with filing police reports; if
necessary, the case managers will support them in this process.

4. Procedure description

The Ugly Mugs platform offers sex workers the opportunity to report violence; it provides
access to a database sex workers can use to check dangerous individuals on a 'hit/no hit'
basis, and sex workers also have the option to browse all alerts in the database. In addition,
the platform — based on the reports of violence made — sends notifications to sex workers
whenever a new alert is added.

Aidsfonds — Soa Aids Nederland acts as the data controller for the Ugly Mugs platform and
database. Given the sensitive nature of the matter, it is of the utmost importance that the
content in the database is managed only by the appointed case managers. In practice, this
means that case managers are formally appointed and given the task of verifying and
registering participants, and maintaining the database of dangerous individuals. The Ugly
Mugs project manager supervises this process.

The appointed case managers are professionals educated to higher professional (HBO) level
who are aware of the conditions that need to be met for an incident to be a criminal offence
as referred to in Appendix 1 of the Protocol. The case managers are specially trained by means
of a three-day course organised by the Ugly Mugs team in the United Kingdom. On top of
that, a one-day training course takes place in the Netherlands. A criminal lawyer will cover
sexual offences as part of this one-day course.

4.1 Participant registration

A registration procedure must first be completed to be able to use the Ugly Mugs platform as
a sex worker. To protect the privacy of sex workers, they only need to provide their telephone
number and e-mail address upon registration; there is no need for them to share their real
name. As part of the registration process, sex workers confirm their agreement to the Ugly
Mugs Privacy Protocol (hereafter: the "Protocol"). Sex workers are informed that Aidsfonds
- Soa Aids Nederland is the data controller for the processing of personal data in the context
of the Ugly Mugs platform, and sex workers agree that his/her interests are also represented
by Aidsfonds - Soa Aids Nederland.

The above-mentioned details are processed on the grounds of explicit consent by the sex
worker in accordance with Article 9(2)(a) in conjunction with Article 6(1)(a) of the GDPR.



Following registration, the case managers will verify whether the sex workers are effectively
operating as sex workers by searching for profiles on sex websites® such as www.kinky.nl.
These checks are reliable, as it is not exactly straightforward to register a fake profile on
these websites (when you sign up to these websites as a sex worker, verification always takes
place, as well as an approval process). The case manager will also in all instances organise a
telephone interview with the
sex worker in question. In Participants consent to the Ugly Mugs Privacy Protocol k
addition, where possible, signing a declaration. Participants are informed that

confirmation will also be Aidsfondsc Soa Aids Nederland is the data controller for
sought from a second sex

worker (who has already been
verified) that the fist sex
worker is effectively

the processing of personal data in the context of the Ugl
Mugs platform, and that AidsfondsSoa Aids Nederland
also represents their interests as art thereof.

operating as a sex worker. If
any doubt remains after
completing these steps, Aidsfonds — Soa Aids Nederland will send the person in question an
e-mail asking them to reply with confirmation that they are a sex worker. This e-mail contains
a alert that Aidsfonds — Soa Aids Nederland will file a police report if the platform is used
fraudulently. The e-mail address will also be checked via the client check process to make sure
the person trying to register is not a dangerous individual.

As soon as the case managers have completed the verification process, sex workers can
officially use the Ugly Mugs platform. Sex workers will receive a notification via e-mail that
they can now access the platform. From that moment on, sex workers can log in to the
platform using a username and e-mail address (linked to the same e-mail address), to which
certain requirements apply.” Two-factor authentication is also used, and the site manager
monitors logins by case managers and participants.

4.2 Reporting violence

Reporting violence is the first and foremost basic function of the platform. After a sex worker
has officially been verified as a participant, they can log in to the Ugly Mugs platform. Once
logged in, that sex worker can report violence to the platform via the '‘Report violence'
button. This is done by asking them to complete a comprehensive online form, including a
comprehensive description of the incident and features of the offender (no photos) (see
Appendix 2 for more). The form also requests additional details about the sex worker
themselves. The above-mentioned details are processed on the grounds of explicit consent by
the sex worker. The form is available in English and Dutch. Any changes can be saved, and
when the form is complete, it can be submitted. Once the form has been submitted, (only)
the case managers can access it for a period of two months.

As soon as a report is submitted that may result in inclusion in the database, the report is first
carefully assessed by the case manager in question, using the Verification Checklist for
Reports of Violence (see Appendix 3 to this Protocol). The case manager will check the form
for completeness and any unclear areas as standard. Given the comprehensive nature of the

8 As we've mentioned, more and more sex workers are opgratinthe internet and receiving clients at home or in hotels. It

is this group in particular that AidsfongiSoa Aids Nederland wishes to reach through Ugly Mugs. These people are almost
always easy to find on sex websites.

9The password must contaimanimum of eight characters, including a capital letter, a number and a special character in all
cases.
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form and the 35 detailed questions, Aidsfonds — Soa Aids Nederland expects that sex workers
will not submit online forms lightly. This is also backed up by the conversations Aidsfonds -
Soa Aids Nederland has had with Ugly Mugs in the United Kingdom, where the platform has
been operational for over seven years.

Following an initial assessment of the form, the case manager will always contact the sex
worker to clarify what happened and to verify whether the story is consistent. The case
managers receive special training for this purpose.

The case manager will then ask the sex worker whether they wish to file a police report. In
practice, sex workers often do not refer matters to the police as (i) they prefer to remain
anonymous, (ii) they fear that filing a police report may have harmful consequences, (iii) they
fear the police will not take the matter seriously or (iv) they feel there is no point in doing so.
The case manager will always try to persuade the sex worker to file a police report. If, after
having spoken to the case manager, the sex worker still prefers not to file a police report, the
case manager will inform the sex worker about the option to do so anonymously. Case
managers will always offer sex workers full support in reporting a matter to the police
anonymously. Given the low levels of trust sex workers have in the police, filing a police report
is never mandatory. The experience in the United Kingdom is that making it mandatory to
report matters to the police puts sex workers off. If a sex worker prefers not to file a police
report, this never serves as a reason not to include a dangerous individual in the database.
Aidsfonds - Soa Aids Nederland is working towards establishing a relationship of trust with
sex workers, with the eventual aim of serving as a bridge between them and the police.™

The case managers will always take into account any potential mitigating circumstances. In
case of mitigating circumstances, the dangerous individual will not be entered into the
system. Depending on the specific circumstances, such mitigating factors may include the
fact that someone is a minor or not of sound mind. In all other circumstances, the dangerous
individual will be entered into the database is suspected of an act as defined in Appendix 1,
including in 'first-time offender' situations.

In all cases, the case manager must be convinced that there is a serious suspicion of a criminal
offence as listed in Appendix 1 before the dangerous individual is included in the database.

Reports are only converted into a final version, on the basis of which an entry in the database
will be made, if the facts and circumstances are of such concrete nature that, if they were to
be brought before a judge, they would constitute lawful and conclusive proof in the sense of

10 see the response below from an NUM employee in the United Kingdom on whether or not filing a police report should be
mandatory:

GLYGS  ShingdgdimpleK G y 2

| would suggest that could discredit the project. The Ugly Mugs concept came from sex workers sharing to keep each other
safe and the police element is an enhancement of that. Police sharing does have its value, but it should.be optiona

We struggled to gain trust for years due to being funded by the Home Office and then working with police. It took seven years
until we had our biggest number of members register.

The reality is that most people do share with police, but if yooraied it, | would be worried the scheme would lose trust.
I'm also worried about the impact on the 'Ugly mugs' name. You would need to be clear upfront that it was going to the
police, and | believe that could put people off and have a wider impact.

Send me any updates and happy to input further if needed.”



Article 350 of the Dutch Criminal Code. If the data gathered do not pass the above-
mentioned test, no inclusion in the database will take place and the report will be deleted.

If a case manager is in doubt, they will always consult with another case manager. If any
doubt remains after this consultation, the matter will be escalated to the project manager,
who can obtain legal advice if necessary.

The case managers and project manager have access to the report form for a maximum
period of two months, and may convert this report into a final version within these two
months. The victim will have access to the final version of the report for up to five years
within their own account. Aidsfonds — Soa Aids Nederland cannot access this account. Victims
are always asked whether they need any care or support.

As soon as a police report is filed, a criminal investigation starts and the dangerous individual
is eventually acquitted by a judge or the case is dismissed, Aidsfonds — Soa Aids Nederland
will remove the dangerous individual from the database.

4.3Client check

The second basic function of the platform is the option for participants to check whether

their potential clients are in the database.

_ If there is a hit, the platform will only show 'details matched' or 'details not
matched'. No further details will be shown, and the associated alert will also not be shown.

Participants will not see any visible link between a client
check and the alerts. This prevents more personal details than strictly required being visible
and serves to make sure that processing is adequate, relevant and not excessive.

L4 Alerts

The third basic function of the platform is e-mail or text message notifications to participants
when a new alert relating to a dangerous individual is added to the platform. The case
managers will convert a final version into an alert. An alert is a summary of the final version of
the report containing only a brief description of the incidents and the essential features of
the dangerous individual (no photos). An example of an alert from the Ugly Mugs project
already up and running in the United Kingdom is provided below:
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nm National Ugly Mugs  fighting stigma, saving lives

wwwuglymugs.org = - -

Street — Assault & Robbery —Scotland - PR5678

It is reported that during July 2015 in the Sawley Road area of Edinburgh @ man driving a
silver ‘family size car’ Reg: AB*2 A*C approached a woman asking for business (oral sex). He
is described as: White/Scottish, 25-29, 5ft 5, slim build, short curly blonde hair, blue eyes,
scar on cheek, wearing a light blue bubble coat and had a local accent. He reportedly drove
her to a nearby carpark and after business demanded money back and forced her out of the
car after assaulting and taking her bag.

(Reported to NUM on 08/07/15)

NUM Members - please do not let your clients or anyone other than sex workers see this
alert. The information contained in this alert is as reported to NUM and does not reflect
the views of NUM

The alerts are added to the database, which is accessible to participants and can be browsed.
Participants have the option to indicate whether they wish to receive an e-mail or text
message when a new alert is added that may be relevant to them, i.e. when a dangerous
individual is reported within the region they have specified. If that region is 'Amsterdam’, for
example, all participants who have specified 'Amsterdam’ as their region (in their profile) will
receive a text message or e-mail letting them know a new alert is available. Participants will
not see any visible link between the alerts and the client check feature. This prevents more
personal details than strictly required being visible and serves to make sure that processing is
adequate, relevant and not excessive.

4.5Care or support providers

Once a violent incident has been reported and the case workers have contacted the victim to
verify the report and ask them whether they wish to file a police report in relation to the
incident, the case workers will ask whether the victim requires support or care. If this is the
case, the case workers will refer the victim to relevant care or support providers and guide
them through the referral process.

4.6 Sex workers

Participants register using their telephone number and e-mail address. In addition, the
registration page will ask for their nickname, gender and place of work. In relation to the
gender and place of work questions, sex workers have the option to reply 'prefer not to say'.
When a participant wishes to report a violent incident, the contact form asks them for their
name and any nicknames, contact details, date of birth, address and gender,. Only the contact
details field on the form is mandatory.

4.7 Dangerous individuals

Insofar as possible, the following data are collected in relation to dangerous individuals via the
report form: nickname/online profile name, how the dangerous individual made contact,
telephone number, e-mail address, vehicle details, address, gender, physical description, racial
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data, description of the incident (time/place), acts committed, health data, criminal data and
data in relation to sexual conduct/sexual orientation..

5.Interest and grounds

Three different types of data processing occur in relation to the Ugly Mugs profile.

i. Firstly, Aidsfonds — Soa Aids Nederland collects personal data, including special
categories of personal data, from sex workers.
ii. In addition, Aidsfonds - Soa Aids Nederland collects personal data of a criminal nature
in relation to dangerous individuals, for the benefit of sex workers.
iii. Finally, Aidsfonds — Soa Aids Nederland collects special categories of personal data in
relation to dangerous individuals, for the benefit of sex workers.

In relation to the first type of data processing (i), these data are processed on the grounds of
explicit consent by the sex worker pursuant to Article 9(2)(a) of the GDPR in conjunction with
Article 6(1)(a) of the GDPR. For a more detailed description of this data processing, please
refer to section 8.1 of this Protocol.

In relation to the second type of data processing (ii), Article 33, clause 4(c) of the GDPR
Implementation Act stipulates that a licence from the Data Protection Authority is required.
Pursuant to Article 33, clause 5, such licence can only be granted if the processing is required
with a view to a substantial third-party interest and if extra safeguards have been
implemented as part of the processing. Aidsfonds — Soa Aids Nederland must have grounds
for this data processing, as referred to in Article 6 of the GDPR. In this respect, Aidsfonds -
Soa Aids Nederland relies on the legitimate interest of sex workers pursuant to Article 6(1)(f)
of the GDPR.

In relation to the third type of data processing (iii), Aidsfonds — Soa Aids Nederland collects
special categories of personal data in relation to dangerous individuals, more specifically data
in relation to a person's sexual conduct or sexual orientation (e.g. the fact that a person is
visiting a sex worker), race data and health data. In this context, Aidsfonds — Soa Aids
Nederland relies on Article 9(2)(g) of the GDPR in conjunction with Article 23(c) of the GDPR
Implementation Act. In addition, Aidsfonds — Soa Aids Nederland also relies on the legitimate
interest of sex workers pursuant to Article 6(1)(f) of the GDPR. For a more detailed
description of this data processing, please refer to section 7.5 of this Protocol.

Below, Aidsfonds — Soa Aids Nederland will firstly discuss the substantial interest in relation
to data processing type (ii).

Further down, Aidsfonds — Soa Aids Nederland will discuss the legitimate interest in relation
to data processing types (ii) and (iii).

5.1 Substantial interest

Pursuant to Article 33, clause 5 of the GDPR Implementation Act, a licence for the use of the
Ugly Mugs platform can only be granted if the processing of personal data of a criminal
nature in relation to dangerous individuals is necessary with a view to the substantial interest
of the sex workers, and sufficient safeguards have been implemented as part of the

12



processing to make sure the personal privacy of the dangerous individual is not excessively
breached.

Combatting violence against sex workers qualifies as a substantial interest in the sense of the
above-mentioned Article. This interest is explained in detail in section 2 (Purpose).

The substantial interest of sex workers is explored in more detail in paragraph 7.2 (Legitimate
interest), as this substantial interest also constitutes a legitimate interest.

In relation to the necessity aspect, Aidsfonds — Soa Aids Nederland would like to refer to
paragraph 7.3 of this Protocol, in which the necessity of processing to represent the
substantial interest of the sex workers is discussed.

In relation to the extra safeguards that must be implemented to make sure the personal
privacy of dangerous individuals is not excessively breached, Aidsfonds — Soa Aids Nederland
would like to refer to paragraph 7.4 of this Protocol.

5.2 Legitimate interest

In relation to data processing types (ii) and (iii), Aidsfonds — Soa Aids Nederland relies on the
legitimate interest of sex workers pursuant to Article 6(1)(f) of the GDPR. The processing of
personal data of a criminal nature and of special categories of personal data in relation to
dangerous individuals takes place in order to prevent violence against sex workers.

Aidsfonds — Soa Aids Nederland has been working as an independent expert and intermediary
in the field of the health and rights of sex workers since 2004. Its working methods are based
on the international guidelines for sexual health programmes: SWIT by the WHO. SWIT
stipulates that the tacking of violence should be integrated in a care package for sex workers,
as the effectiveness of STl and HIV programmes may decrease otherwise. In addition, various
studies have demonstrated that there is a direct link between tackling violence and the fight
against STls and HIV. When violence against sex workers is tackled, the chance of STls and
HIV drops by 25%". As such, tackling violence against sex workers and reducing the
chance of STls and HIV among sex workers serve as the grounds for the processing
of data by Aidsfonds - Soa Aids Nederland via the Ugly Mugs platform.

Aidsfonds — Soa Aids Nederland processes personal data in its role as data controller
for the benefit of sex workers. The legitimacy of the interest of these sex workers
resides in the fundamental right to 'bodily integrity': everyone is free to decide what
to do with their body. The Ugly Mugs profile helps sex workers to avoid dangerous
individuals, meaning violence (such as theft and rape) can be prevented. The ability to
work in safety is a precondition for safe sex, negotiating about condom use and
preventing STls and HIV.

5.3Necessity

The processing of data is necessary in order to realise the substantial interest and the
legitimate interest of sex workers.

11 The Lancet series of papers on HIV and sex workers: www.thelancet.com/seriasiH¥xworkers
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This necessity is explained in more detail below.

Data processing types (ii) and (iii) are necessary as no effective alternative options are
available to represent the interests of sex workers, while simultaneously taking into account
the rights and liberties of dangerous individuals.

The following is a detailed description of proportionality and subsidiarity, which underpin the
necessity of data processing (ii) and (iii).

Proportionality

The running of the database outweighs the infringement on the privacy of the dangerous
individuals. By maintaining the database, Aidsfonds - Soa Aids Nederland wants to:

1 Promote the effectiveness of STl and HIV programmes by reducing violence against sex
workers;
1 Offer sex workers a tool to reduce and even prevent violence against them;

=

Empower sex workers to speak out and seek help if they are victims of violence;

1 Increase sex workers' willingness to report crimes / improve the relationship between the
police and sex workers;

1 To provide sex workers with access to relevant information about regulations and laws

that affect them, their health, and relevant agencies.

By maintaining the database, these goals can be achieved, while at the same time the
database is set up in such a way that the invasion of the privacy of the dangerous individuals
remains limited. First of all, inclusion in the database is not done lightly. Only serious
suspicions of behaviours of dangerous individuals as specifically defined in Annex 1 to this
Protocol may lead to inclusion in the database. The case managers verify completed web
forms, among other things by asking questions to the sex workers. Only if the Checklist for
Validation of the Reporting of Violence (see Annex 3 to this Protocol) is fulfilled can inclusion
in the database be considered.

In addition, if inclusion takes place, no full names or photographs of dangerous individuals will
be used, but only descriptions so that, with respect to the alerts, identification is not possible
on a large scale. Participants only receive notification that there is a new alert; they can only
view the content of the alert on the Ugly Mugs platform.

In the case of a customer check, only the sex worker in question will see the result of his/her
search. The sex worker only gets to see whether there is a hit or not. In this way, the
dangerous individual can be warned and can be barred without the invasion of privacy of the
dangerous individual being so great that it outweighs the running of the database.

The report forms and final reports are only accessible to the case managers for 2 months.
After that, the final report will only be accessible within the sex worker's own account.
Aidsfonds - Soa Aids Nederland has no access to it.

Subsidiarity

In this case, there are no other means to reduce violence, because in practice sex workers do
not (dare to) report it. The most important reason for this is that sex workers like to remain
anonymous and fear that making a report would have legal consequences or adverse effects
(e.g. eviction). In addition, sex workers often have bad experiences with the police and they
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are afraid that the police will not take them seriously or that reporting a crime is pointless.
There is a lot of diffidence, shame and ignorance in this sector. The percentages from the
research by PROUD and Aidsfonds - Soa Aids Nederland can be called shocking, to say the
least, and yet the number of reports is extremely limited. It cannot be said that a sex worker
'just has to get over himself' and report it anyway. After all, practice shows that the
declaration procedure does not work well (enough) specifically for this group. This also
follows from the experiences gained and shared by the United Kingdom with Ugly Mugs.
Dangerous individuals are also aware of this and take advantage of this situation (which is
evident from the high rates of violence). In addition, sex workers have little contact with each
other and find it difficult to share information. As a result, sex workers have difficulty making
a collective fist against violence. Given the (sometimes extreme) vulnerability of this group of
sex workers, an instrument is needed that is more accessible than reporting to the police and
that can prevent violence, while at the same time building a bridge between sex workers and
the police and increase the willingness to report crimes.

In addition, the Ugly Mugs platform (unlike reporting to the police) leads directly to a
concrete result. After reporting the violence, the sex worker can immediately protect himself
or herself against specific dangerous individuals, thus preventing repeated violence.

Aidsfonds - Soa Aids Nederland notes that initiatives like 'report crime anonymously' are no
alternative to the black list. It is indeed an advantage that a sex worker can remain
anonymous in that case, but the problem with Report Crime Anonymously is that it does not
prevent violence from happening again, at least not in the short term. The police only act on
an anonymous tip if there are demonstrable facts to support it.

Are all data necessary for the initiative?

Victims often struggle to verbally express what exactly happened in case of an incident. The
report form helps victims explain what happened by offering them different options to tick.
When an incident does occur, it is only logical that the majority of these options will not apply,
and that there will be a significant number of 'empty fields'. The fields on the report relating
to data on the dangerous individual are also in no way mandatory. We expect that sex workers
will only provide a limited amount of data. As such, the number of questions on the form in no
way serves as an indication of the amount of data eventually gathered per dangerous
individual.

In addition, it can also be difficult for sex workers to gauge exactly what a case manager
needs to properly assess the incident (i.e. does this constitute rape? Does this constitute
sexual assault? Anything else? etc.). The form guides victims in a certain way, so that only
information relevant to and required by the case manager is provided.

Below, Aidsfonds — Soa Aids Nederland will set out the purpose and necessity of data
processing types (ii) and (iii), per (combined) type of personal data:

I - < required to:

1 ensure the 'hit/no hit' feature of the database functions properly. This is because
these are the only data of dangerous individuals that lend themselves to performing a
check with reliable results whether someone might be a dangerous individual.
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The nickname/online profile name, how the dangerous individual made contact, telephone
number, e-mail address, vehicle details, address, gender and physical description of dangerous
individuals are required to:

|l

allow the alert feature of the database to function. The telephone number, e-mail
address and/or vehicle datails are shown to participants partially obscured, so that an
adequate alert can be provided without being able to identify dangerous individuals on
a broader scale.

These data appear on the report form. Once a report has been filed, this form is
accessible to case managers and the project manager for a maximum of two months.
The case managers will convert the form into a final version. This final version then
remains accessible to the sex worker themselves for a period of five years. Aidsfonds -
Soa Aids Nederland can no longer access the form at this point. If the sex worker
wishes to file a police report within these five years, the final version of the report can
be used to support this process and serve as evidence. At the end of the five-year
period, the final version is deleted.

A description of the incident (time/place), the acts committed, health data, racial data, data
of a criminal nature and data in relation to sexual conduct/sexual orientation are required to:

1

make an accurate assessment of whether the dangerous individual should be entered
into the database.

In addition, these data are collected in order to enable the alert feature of the
database to function, given the fact that these data are used to compile a summary of
the incident.

These data appear on the report form. Once a report has been filed, this form is
accessible to case managers and the project manager for a maximum of two months.
The case managers will convert the form into a final version. This final version then
remains accessible to the sex worker themselves for a period of five years. Aidsfonds -
Soa Aids Nederland can no longer access the form at this point. If the sex worker
wishes to file a police report within these five years, the final version of the report can
be used to support this process and serve as evidence. At the end of the five-year
period, the final version is deleted.

The actual name of the dangerous individual is required to:

il

These data appear on the report form. Once a report has been filed, this form is
accessible to case managers and the project manager for a maximum of two months.
The case managers will convert the form into a final version. This final version then
remains accessible to the sex worker themselves for a period of five years. Aidsfonds -
Soa Aids Nederland can no longer access the form at this point. If the sex worker
wishes to file a police report within these five years, the final version of the report can
be used to support this process and serve as evidence. At the end of the five-year
period, the final version is deleted.

Appendix 4 to this Protocol explains why processing is necessary per type of personal data of

the dangerous individual.
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5.4 Balance of interests

The interest of the sex workers, for the benefit of whom Aidsfonds — Soa Aids Nederland
manages a database allowing it to limit and even prevent harm to sex workers (and their
health) (which has grown to significant proportions) weighs heavier than the interest of the
dangerous individuals. As explained above, there is a direct relationship between violence
against sex workers and the effectiveness of the STl and HIV programmes of Aidsfonds — Soa
Aids Nederland. As a result of this violence, sex workers are at greater risk of not being able to
protect themselves properly against STls and HIV. The consequences of violence to sex
workers are often traumatic and long-term.

Consequences for the individual concerned

As soon as a dangerous individual is entered into the database, one consequence may be that
the dangerous individual considers this a breach of their privacy. Another consequence may be
that sex workers may exclude the individual in question from their services. On the other
hand, inclusion in the database could lead to a police report being filed against the dangerous
individual (sooner).

Safeguards

The Ugly Mugs platform has been set up in such a way that the impact of the database on the
rights and liberties of dangerous individual is as minimal as possible. As explained above,
dangerous individuals are not entered into the database lightly. Only serious suspicions of
offences by dangerous individuals as specifically defined in Appendix 1 to the Protocol may
lead to inclusion in the database. In case of doubt, the basic principle is that the incident will
not be entered.

As soon as a report is submitted that may result in inclusion in the database, the report is
first carefully assessed by the relevant case manager, who has received specific training for
that purpose. The case manager will always contact the sex worker to clarify what happened
and to ask whether the sex worker wishes to file a police report. Before an incident can be
entered into the database, the Verification Checklist for Reports of Violence (Appendix 3 to
the Protocol) must be satisfied. The case managers will always take into account any potential
mitigating circumstances. In case of mitigating circumstances, the dangerous individual will
not be entered into the system. Depending on the specific circumstances, such mitigating
factors may include the fact that someone is a minor or not of sound mind. The relevant case
manager will always consult with another case manager to check whether the latter would
agree to an entry being made in the database. That way, a solid procedure has been built in
pre-emptively to prevent unfounded reports as far as possible.

In relation to the alerts, it is not possible to figure out who is being referred to on a broader
scale, as no names are mentioned and no photos are shown. At most, only a nickname will be
included. The case managers are trained to write alerts in such a way that they convey enough
information to warn sex workers, but not enough information to identify someone on a
broader scale.

When performing a client check, participants can only find out whether a dangerous individual
has been included in the database, but not why. Then sex worker in question will only be
shown the results for their search term.
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The report forms and final versions of reports are only accessible by case managers for a
period of two months. Following those two months, a final version of the report will only be
visible in the account of the sex worker in question, for a period of five years. Aidsfonds — Soa
Aids Nederland does not have access to the accounts of sex workers.

The chance of an unauthorised person gaining access to the platform by pretending to be a
sex worker is limited, as a thorough procedure has been built in to verify whether someone is
definitely operating as a sex worker. Following registration, the case managers will assess
whether the sex worker in question is definitely operating as a sex worker by searching for
profiles on sex websites such as www.kinky.nl. A combination of a telephone interview and
(where possible) confirmation by a separate, already verified sex worker will also be used to
verify whether the person in question is definitely a sex worker. Sex workers can officially use
the Ugly Mugs platform only after the case managers have completed the verification
process.

Dangerous individuals have the option to exercise their rights under the General Data
Protection Regulation; for example, they can submit a request to have their data deleted. In
addition, they can submit a complaint to an independent complaints and dispute resolution
committee. Of course, they can also submit a complaint to the Data Protection Authority.

After a period of five years (unless the dangerous individual repeats their offence), the
dangerous individual will be fully deleted from the data base in all cases. As a result, it will no
longer be possible to locate the dangerous individual via the client check feature, and the
associated alert will also be removed.

In other words, Aidsfonds — Soa Aids Nederland is making sure adequate safeguards are in
place to guarantee the database is handled with the necessary care. The method by which
someone might be entered into the database is bound by rules, as is the way in which
information from the database is shared and to who (see Procedure description). The
purposes for which this information may be used are limited and clearly described. The data
must not be used for any purposes other than the specified purpose. The data controller
expressly demands confidentiality from participants when using information from the
database. They are obliged to sign a confidentiality clause at the same time as signing the
Protocol. Accuracy and confidentiality requirements have also been specified for the
administrative processing of data by the case managers. The project manager checks
compliance with the Protocol on a monthly basis. Through these safeguards, Aidsfonds — Soa
Aids Nederland is making sure that the rights of dangerous individuals are protected.

The severity of interference with the fundamental rights of the person concerned

Given the above-mentioned safeguards, the severity of any interference with fundamental
rights is minimised. Among other things, the fact that the alert cannot result in identification
on a broader scale is sufficient in itself to ensure that the right to privacy is guaranteed as
much as possible. The fact that only sex workers who already hold the _ of a
dangerous individual can use the client check feature reduces interference with the right to
privacy as much as possible. On the other hand, the fact that a dangerous individual may not
be able to use the services provided by sex workers may restrict the individual liberty of that
person. However, the severity of any interference with a fundamental right in this instance (if
this can be considered to be the case) must be regarded as extremely minimal. In addition, it
could be argued that the platform increases the risk of a dangerous individual getting caught,

as Aidsfonds — Soa Aids Nederland encourages sex workers to file a police report. This police
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report can lead to concrete sanctions if sufficient proof is available. However, Aidsfonds — Soa
Aids Nederland has no involvement in deciding whether there is sufficient proof and which
sanctions are applied; that is a matter for the police and Public Prosecutor's Office.

Can the person concerned anticipate the processing of their data to any extent?

Dangerous individuals are informed about the existence of Ugly Mugs via the privacy
statement available on websites such as www.kinky.nl, as well as on www.uglymugs.nl. On top
of that, Ugly Mugs stickers including a link to the privacy statement are used near the
entrance to places of work as a starting point. In addition, the Ugly Mugs logo will be made
available to sex workers, so they can include it underneath their profile picture on
www.kinky.nl.

Aidsfonds - Soa Aids Nederland has also performed research among users of the
www.hookers.nl website to ask, via a forum, how people who visit sex workers viewed the
initiative. Certain people may have become aware of Ugly Mugs as a result of that interaction.

The introduction of the Ugly Mugs platform was announced in the Ministry of Justice and
Security's 2020 budget. The initiative has also been covered by the media:
https://www.parool.nl/nieuws/sekswerkers-gaan-elkaar-waarschuwen-met-online-
database~bc%aal198/?referer=https%3A%2F%2Fwww.google.com%2F

5.5Special data

Aidsfonds — Soa Aids Nederland is aware that the database not only records criminal
offences, but that it also gathers data in relation to a person's sexual conduct or sexual
orientation (e.g. the fact that a person is visiting a sex worker), or race data and health data,
for example. In this context, Aidsfonds — Soa Aids Nederland relies on Article 9(2)(g) of the
GDPR in conjunction with Article 23(c) of the GDPR Implementation Act, pursuant to which
the prohibition on processing such special categories of personal data is not applicable if such
processing is necessary in addition to the processing of personal data of a criminal nature for
the purposes for which such data are processed. The interest in operating a database to help
limit and even prevent harm to sex workers (which has grown to significant proportions) can
only be realised if the above-mentioned special personal data are also processed. If not, the
entire database would lose its purpose and functionality. For more specific information in
relation to the necessity of this processing, please refer to Appendix 4 to this Protocol.

6. Protection of privacy

6.1 Participant data

Participants register using their telephone number and e-mail address. In addition, the
registration page will ask for their nickname, gender and place of work. In relation to the
gender and place of work questions, sex workers have the option to reply 'prefer not to say'.
When a participant wishes to report a violent incident, the contact form asks them for their
name and any nicknames, contact details, date of birth, address and gender.. Only the contact
details field is mandatory.
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Grounds

These data are processed on the grounds of (explicit) consent. A consent box that can be
ticked to confirm agreement is built in to both the registration page and the report form.

Purpose

These data are collected to verify whether a person is definitely operating as a sex worker, to
assess the report form, to ensure that Aidsfonds — Soa Aids Nederland can contact
participants, to ensure that support can be offered in the most targeted way possible and to
ensure optimal support during the process of filing a police report.

These personal data are stored with due care, and only the case managers and the Ugly Mugs
project manager have access to them. Participants can delete their profiles at any time.

Reports of violence can be saved temporarily before the form is submitted. If a report is
submitted, the case managers and project manager have access to this report — which is
stored in a separate, protected environment within the database — for a period of two
months. The case managers will verify the report with the victim and have the option to make
changes to the report to arrive at a final version of the report. A client check entry will be
created and an alert will be compiled based on this final version. Following those two months,
the final version of the report will only be visible in the account of the sex worker in question,
for a period of five years. Aidsfonds - Soa Aids Nederland cannot access this account. As soon
as a sex worker wishes to file a police report, the final version of the report can be used to
support this process and serve as evidence.

If permission is granted to share the report anonymously with the police, this will be done on
the basis of the alert (which serves as an anonymous summary of the final version of the
report), to which certain data will be added if necessary. These alerts will only be shared with
the police or care/support providers if participants have given their permission.

6.2 Data of/about dangerous individuals

When a report of violence has been submitted, this will first be converted into a full report,
and subsequently into an alert. This alert serves as a summary of the violent offence, including
a physical description and a description of the acts committed by the dangerous individual in
question. For the physical description, details will be requested about the height, estimated
age, tattoos, voiceand other specific features of the dangerous individual. For the description
of the acts committed, the type of violence, location, approach, means of transport, language
use etc. will be considered. For more detail, please refer to the report form in Appendix 2. The
guideline for writing an alert is that it must contain enough information to serve as a alert in
concrete cases, but not enough information to be able to identify the individual on a broader
scale.

_ of the dangerous individual are taken out of the report and entered into
the separate, searchable client check environment. They are also available on a partially
obscured basis in the alerts in the database.

When a participant enters the _ of a potential dangerous

individual in the client check feature, the platform will check for any hits. When entering a
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I - ticipants will be able to see whether or not

there is a hit.

The client check and alerts will remain available within the platform for a period of five years
after the most recent — standalone — report of an incident. ™ The client check and alerts in
question will be deleted after this date.

7. Data of persons concerned

If a report is made of violence by a dangerous individual, it may be the case that certain data
— such as the vehicle registration plate, telephone number and e-mail address of the
dangerous individual — are known to the victim and included in the report. If this is the case,
these data of the dangerous individual will be included in the database on a partially
obscured™ basis, and they will only be made available via the alerts. It may also be the case
that only a physical description and the acts committed by the dangerous individual are
known.

If available, the following details will in principle be included in the database in relation to the
client check feature:

These data will not be shown to participants; they will only see whether there has been a hit
or not.

The following details will be included in the database in relation to the alert:

i Physical description

i Acts committed

i Obscured data (i.e. the last three digits of the telephone number, the last three letters
before the @ in the e-mail address and/or the last three letters of the vehicle registration
plate).

The starting point for an alert is that it must contain enough information to serve as a alert,
but not enough information to be able to identify the individual on a broader scale. The case
managers are trained to write alerts in this way.

The privacy statement made available to
dangerous individuals explains which personal data are processed by Aidsfonds — Soa Aids
Nederland (and for which purposes etc.),

. Consequently,
the effectiveness of the client check feature is maintained at all times.

121f any similar reports/alerts occur in relation to which there can be no doubt that they tethte same offender, these
reports/alerts will be grouped together. These reports/alerts will remain stored until the most recent report/alert in the
series is five years old.
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As soon as a report form is received by the case managers, they will always check whether the
form corresponds to any forms previously submitted and any alerts already in the database. l

Dangerous individuals are informed in advance about the existence of the Ugly Mugs
platform. The Ugly Mugs privacy statement will be added to the most common websites used
by sex workers to look for clients, such as www.kinky.nl, together with an online Ugly Mugs
logo. The Ugly Mugs privacy statement can also be found on www.uglymugs.nl. In addition,

the Ugly Mugs logo will be made available to participants, so they can include it underneath
their profile picture on websites like www.kinky.nl. As a starting point, physical Ugly Mugs
stickers including a link to the privacy statement on www.uglymugs.nl will also be placed at
the entrances to places of work.

Aidsfonds - Soa Aids Nederland will advise sex workers to use the online Ugly Mugs logo and
physical Ugly Mugs stickers. As soon as a dangerous individual is entered into the database,
Aidsfonds — Soa Aids Nederland will notify them by e-mail wherever possible. This e-mail
briefly explains that the dangerous individual has been entered into the database forming
part of the Ugly Mugs project, which is managed by Aidsfonds - Soa Aids Nederland, and that
this database is used by sex workers. The e-mail will state the reason for inclusion in the
database (a sex worker has recently reported an incident, for example), and that this may lead
to the individual being refused by sex workers in future. In addition, the e-mail states that the
dangerous individual has certain rights under the General Data Protection Legislations, which
they can read more about in the Ugly Mugs privacy statement. The e-mail also contains a link
to that statement.

For each dangerous individual, Aidsfonds — Soa Aids Nederland will assess whether sending
the e-mail may put the sex worker in question at risk. This is because sending the e-mail may
cause the dangerous individual to become aggressive or violent, and the sex worker may fall
victim (again) to this aggression or violence. In such circumstances, no e-mail will be sent, in
line with Article 14, clause 5, sub b or the GDPR. If there is any suspicion that sending an e-
mail may lead to violence, this may severely jeopardise or render impossible the realisation of
the purposes of the Ugly Mugs platform (i.e. limiting or preventing violence).

This assessment will be made by the case manager, and the sex worker will always be
consulted as part of the process. The sex worker will be asked for their view on the dangerous
individual being notified by Aidsfonds — Soa Aids Nederland.

Ultimately, the type of incident (the level of violence) and the way in which the sex worker
deals with the question asked will be decisive in this assessment. For example, if an incident
involves rape and the sex worker in question is highly anxious, the dangerous individual will
not be notified. If the incident involves stalking or similar, and the sex worker has no
conclusive (i.e. clearly justified) objection to the dangerous individual being notified, the e-
mail to the dangerous individual will be sent. In case of doubt, the matter will always be
referred to the project manager.
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8. Parties involved; roles and responsibilities

Aidsfonds — Soa Aids Nederland acts as the data controller for the Ugly Mugs platform, i.e.
the database and administration of the participants who have signed up. The signed Protocols
are stored by the Aidsfonds — Soa Aids Nederland case managers. Aidsfonds - Soa Aids
Nederland is responsible for appointing these case managers and a project manager.

The project manager and case managers are responsible for the day-to-day management of
the Ugly Mugs platform. They are the only persons authorised to add personal data of
dangerous individuals to the system or amend it. As part of this, the case managers assess
and progress every report of violence as provided by the participants.

The participants are sex workers who have registered for the platform and who, by signing a
declaration confirming they agree to this Protocol, consent to our approach and the
associated responsibilities. The participants are the party who submit reports of violence and
pass them on to case managers. As part of this, the case managers take into account any
subjectivity and possible omissions or inaccuracies in the reports.

Participants are not only able to consult the database; they can also sign up to receive
notifications of new alerts in relation to dangerous individuals in their region. The participants
are themselves responsible for providing Aidsfonds — Soa Aids Nederland with personal data
of dangerous individuals and for receiving information available in the database. With respect
to these processing activities, they rely on the permit granted by the Privacy Authority for the
Protection of Personal Data and must comply with any regulations attached to it.

The police is another major party we cooperate with. In regions where the Ugly Mugs
platform is used, contact has been established with the police to make sure they are aware of
the initiative. Some participants will file police reports, meaning their reports of violence will
be passed to the police.

That said, the Ugly Mugs platform and the systems used by the police must remain separate.
Consequently, the police has its own methods for recording anonymous reports of police
reports. If the participant in question agrees, the case manager will send an (anonymous)
summary of their report to the police.

9. Rights of dangerous individuals

The Aidsfonds — Soa Aids Nederland case managers are the first point of contact for
participants and dangerous individuals. As soon as they have been entered into the database,
dangerous individuals have certain rights under the General Data Protection Regulation.

Right to deletion

Dangerous individuals have the right to request that Aidsfonds — Soa Aids Nederland delete
the data it holds in relation to them without unreasonable delay. To exercise this right, the
dangerous individual must submit a deletion request. Aidsfonds — Soa Aids Nederland is
obliged to delete personal data without unreasonable delay if any of the following situations

apply:

a. the personal data are no longer required for the purposes for which they were
collected or otherwise processed (e.g. upon expiry of the retention term);
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b. the dangerous individual objects to their data being processed and there are no
prevailing compelling legitimate reasons for such processing;

c. the personal data have been processed illegitimately; or

d. the personal data must be deleted in order to comply with a legal obligation
resting on Aidsfonds — Soa Aids Nederland.

Aidsfonds — Soa Aids Nederland will respond to the dangerous individual within one month of
receipt of any request for deletion to let them know if and to which extent it will comply.

Reasons will be provided for any refusal. On the basis of this response, or any lack thereof, the
dangerous individual may lodge an objection with the independent complaints and dispute
resolution committee as described below in Complaints procedure.

Other rights

Dangerous individuals may request immediate rectification by Aidsfonds — Soa Aids
Nederland of any inaccurate personal data held in relation to them. They also have the right to
have any incomplete personal data supplemented. In addition, dangerous individuals may ask
to inspect the personal data included in the database in relation to them following a request
to that effect. Finally, they have the right to restrict the processing of their personal data.

In relation to the right to deletion and the other rights mentioned above, Aidsfonds — Soa
Aids Nederland is under no obligation to fulfil any request if the dangerous individual in
question is unable to provide identification. In addition, the rights of dangerous individuals can
be restricted if required to protect the rights and liberties of others (in this case, sex workers)
pursuant to Article 23, clause 1, sub i of the General Data Protection Regulation. In relation to
all of these rights, reasons will be provided for any refusal. On the basis of such response, or
any lack thereof, the person concerned may lodge an objection with the independent
complaints and dispute resolution committee as described below in Complaints procedure.

Complaints procedure

In case of any dispute about (i) the legitimacy of a report or (ii) a decision in relation to a
request for deletion, rectification, inspection or restriction of data, or the lack thereof,
dangerous individuals may submit a complaint.

Any complaint involving the report, as intended under (i) above, may be submitted to the
independent complaints and dispute resolution committee during the period for which the
report is retained.

Any complaint involving (the lack of) a decision as described in (ii) above must be submitted
to the independent complaints and dispute resolution committee within six weeks of receipt
of the decision, or within six weeks from the date by which a decision should have been made.

The following details must be included in any complaint:

- Name, place of residence and address of the complainant;
- A copy of the e-mail of letter sent to the dangerous individual, insofar as applicable;

- The reasons for the complaint.
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If a complaint is received by Aidsfonds — Soa Aids Nederland, it is obliged to send
confirmation of receipt to the dangerous individual within two weeks.

Within six weeks following receipt of the complaint, Aidsfonds — Soa Aids Nederland will send
a written response to the dangerous individual that will include the following points as a
minimum:

- The date of the decision the dangerous individual is objecting to, insofar as relevant;
- The identification details of the dangerous individual;

- The address details of the dangerous individual;

- The reason the report was entered into the database;

- The date the report was entered;

- The period for which the report will remain in the database;

- Whether the complaint is upheld or rejected;

- If the complaint is not upheld, the reasons for rejection.

If the complaint is upheld, Aidsfonds — Soa Aids Nederland will ensure that the report
involving the dangerous individual is deleted, amended or restricted, or that the requested
information is made available to the person concerned, within two weeks.

Dangerous individuals are permitted assistance in the exercise of the rights described above,
including the complaints procedure.
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